Installing the Etkin Lab CA on a Mac

Step 1: Launch Keychain Access (it's under Applications, in the Utilities folder).
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. Box Sync B Activity Monitor Feb 16, 2017, 5:29 PM
@ AirDrop Adobe Flash Player Install Manager Jan 16, 2017, 2:33 PM
AirPort Utility Feb 16, 2017, 5:29 PM
E Al My Files M Audio MIDI Setup Feb 16, 2017, 5:29 PM
& iCloud Drive & Bluetooth File Exchange Feb 16, 2017, 5:29 PM
% Boot Camp Assistant Feb 16, 2017, 5:29 PM
7% Applications % ColorSync Utility Dec 19, 2016, 4:29 PM
= Desktop B Console Feb 16, 2017, 5:29 PM
[ Documents g Digital Color Meter Feb 16, 2017, 5:29 PM
I&¥ Disk Utility Dec 19, 2016, 4:29 PM
© Downloads ¥ Grab Feb 16, 2017, 5:29 PM
S - Grapher Feb 16, 2017, 5:29 PM
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Step 2: Go to the System keychain (upper-left corner), and select Certificates (bottom-left).

In order to make changes, you will need to “unlock” the keychain. To unlock the keychain, click
on the big lock icon (upper-left). You will need admin credentials on the system.

Keychain Access

@ Click to unlock the System keychain.

Keychains
& login
g@" Local Items
& System
System Roots

Category
A Allltems
L. Passwords
Secure Notes
E] My Certificates
ﬂ’? Keys
=4 Certificates

e Apple Worldwide Developer Relations Certification Authority
erlifiectle
o3t A Intermediate certificate authority
- Expires: Tuesday, February 7, 2023 at 1:48:47 PM Pacific Standard Time
@ This certificate is valid

Name ~ Kind Expires

B® Apple Worldw...tification Authority certificate Feb 7, 2023, 1:48:47 PM

&) com.apple.kerberos.kdc certificate Jul 23, 2036, 11:14:07 PM

k] com.apple.systemdefault certificate Jul 23, 2036, 11:14:06 PM
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Step 3: Drag the 'Etkin Lab CA.crt' file into the cert list. The cert will be added, but it will be

marked red.
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Keychain Access

a " Click to lock the System keychain.
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Category
A Allltems
L. Passwords
Secure Notes
E] My Certificates
(? Keys
[=] Certificates

= Etkin Lab LDAP CA
Cortiffeate e .
- Root certificate authority
- Expires: Thursday, February 23, 2023 at 2:13:11 PM Pacific Standard Time
€ This root certificate is not trusted
Name ~ Kind Expires
[5] Apple Worldw...tification Authority certificate Feb 7, 2023, 1:48:47 PM
&) com.apple.kerberos.kdc certificate Jul 23, 2036, 11:14:07 PM
&) com.apple.systemdefault certificate Jul 23, 2036, 11:14:06 PM
[P% Etkin Lab LDAP CA certificate Feb 23, 2023, 2:13:11 PM
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Step 4: Select the certificate and click on the little 'i' button which appears at the bottom of the

window.

When you click on the little ‘1’ button, a pop-up window will appear.

In the pop-window, change the first drop-down (When using this certificate) from "Use System
Defaults" to "Always Trust".
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Click to lock the System keychain.

Keychains
&’ login Coortifieate
g’ Local ltems Ao
A e
{3 System

System Roots

Name

[ Apple Worldw...tification Authority certificate
=] com.apple.kerberos.kdc
] com.apple.systemdefault
L Etkin Lab LDAP CA

Category
A Allltems
L. Passwords
Secure Notes
EJ My Certificates
ﬂ? Keys
4 Certificates

= i
Then, the console Manage Certificat
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Root certificate authority

Expires: Thursday, February 23, 2023 at 2:13:11 PM Pacific Standard Time
€ This root certificate is not trusted

~ Kind Expires
Feb 7, 2023, 1:48:47 PM

certificate Jul 23, 2036, 11:14:07 PM
certificate Jul 23, 2036, 11:14:06 PM
certificate Feb 23, 2023, 2:13:11 PM
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- Root certificate authority
- Expires: Thursday, February 23, 2023 at 2:13:11 PM Pacific Standard Time
€ This root certificate is not trusted
¥ Trust
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When using this certificate: =~ Always Trust

Secure Sockets Layer (SSL) | Always Trust

Secure Mail (S/MIME) | Always Trust
Extensible Authentication (EAP) | Always Trust
IP Security (IPsec) = Always Trust
Code Signing | Always Trust

Time Stamping = Always Trust
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X.509 Basic Policy = Always Trust

¥ Details

Country US
State/Province California
Locality Stanford
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Step 5: Close the pop-up window. You will again be asked for admin credentials. Once
credentials are entered, the pop-up window will close and the red cert marking will disappear.

You may now exit the Keychain Access application. You’re done!



